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Firewall & Security Policy Management across
Multi-Vendor Firewall Environments & Cloud Platforms
Enterprise IT has become complex and diverse - maintaining and managing these environments
has become exponentially more challenging. Consequences of this complexity can range from a
single application connectivity issue to large-scale cyber attacks damaging the core business. What’s
needed is a simplified, centralized view of security policies across multiple vendors/platforms that’s
agnostic to infrastructure, plus the right network security management tools. Tufin Orchestration
Suite’s SecureTrack is a comprehensive firewall and security policy management solution for multivendor firewalls, next-generation firewalls and multi-cloud platforms (public, private and hybrid).
Tufin Orchestration Suite provides a single console for firewall admins, security admins and
network operations teams. Its SecureTrack component ensures that firewall and security policies
are optimized to enable business agility while meeting the most stringent security and compliance
requirements.

Highlights and Benefits:
•

Speed up and simplify firewall operations

•

Gain end-to-end visibility across the entire
enterprise – physical/on-premise networks
and hybrid cloud platforms

•

Manage and control enterprise security
policy from a single console

•

Ensure continuous compliance and
auditability

•

Support multi-vendor, multi-technology,
multi-cloud environments

Firewall Policy Management
Tufin Orchestration Suite’s SecureTrack provides a central repository of all the firewalls rules
and objects to simplify management across multi-vendor, multi-platform technologies. Using this
repository, rule optimization is easy – including cleansing, removal of shadowed, unused and overly
permissive rules and more. SecureTrack provides out-of-the box firewall management reports to
speed up firewall operations.

Enterprise Network Security
With the dramatic rise in cyber threats, enterprise IT requires tight, centralized security policy
management across all platforms and devices. Tufin helps you to improve network security with a
centralized, real-time picture for tightening your enterprise’s security posture:

•
•
•

Comprehensive repository to define organization’s security policy - including network
segmentation and visualization, risky services and risk analysis (whitelist / blacklist), rule
properties, simulations and best practices
Powerful management tools - including dashboard, reporting, searchable correlation between
policy and firewall rules for:
• Violations
• Exceptions
Easy identification of network security gaps

Security Zone Matrix dashboard and detailed rule documentation view
Tufin Orchestration Suite’s SecureTrack provides powerful firewall and security policy management
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Compliance & Audit Readiness
Tufin Orchestration Suite’s SecureTrack enables continuous compliance with real-time monitoring
and alerts for security policy and regulatory compliance risks. This assures accountability,
transparency and consistency your compliance policy framework. Its automated audit trail allow you
to rapidly generate a variety of customizable audit reports that comply with regulatory standards such
as PCI-DSS, SOX and NERC CIP and more.

Tufin at a Glance
Offices: North America, Europe
and Asia-Pacific
Customers: More than 1,600 in over
50 countries
Leading Verticals: Finance, telecom,
energy and utilities, healthcare, retail,
education, government, manufacturing,
transportation and auditors
Channel Partners: More than 240
worldwide

Continuous policy and regulatory compliance with automated audit trail,
dramatically saving time for audit preparation

Technology Partners & Supported
Platforms: Amazon Web Services,
BMC, Blue Coat, Check Point, Cisco, F5
Networks, Fortinet, Intel Security, Juniper
Networks, Microsoft Azure, OpenStack,
Palo Alto Networks, VMware and more

Real-Time Firewall Change Tracking and Visibility
SecureTrack’s real-time visibility into all firewall and security changes across the enterprise provides
clear insights into network connectivity and policy changes, with alerts for potential new security
risks. With this real-time visibility, trouble-shooting of issues is simple and quick. SecureTrack
provides firewall administrators and security teams with the tools required to rapidly understand and
manage network security.

Main dashboard and detailed view
Tufin Orchestration Suite’s SecureTrack enables managing and controlling network security
from a single console across physical networks and hybrid cloud platforms
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